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Introduction  

Preface  

This report provides an overview of the Riverbed installation. It addresses the health of the 

complete Riverbed installation, active support cases, recommendations of changes to the SteelHead 

estate and key traffic information for each Riverbed SteelHead applia nce monitored.  
 

The target audience for this report is primarily technical and as such the report assumes a base 

knowledge of Riverbed WAN optimization for a full understanding of the content.  
 

In addition to this report, CIFS/SMB2 , MAPI, and SSL  Deep -dive  report s has also been created. 

These report s has in -depth optimization analysis of the protocol s and it will provide a detailed view 

into the optimization of th ese protocol s.  

 

In addition to this report, a detailed GNAP (Global Network and Application Per formance) report has 

been created with the purpose of identifying incidents that are not significant enough to provide 

global recommendation on. If however these incidents were concentrated to a small number of 

SteelHead appliances, the business impact can  be significant enough to justify effort in resolving 

the anomalies.  
 

Both the Deep -dive s and Detailed GNAP reports demonstrate the value of collecting significant 

amounts of data. The raw data can be used to zoom into specific functional elements of the 

Riverbed solution and expedite troubleshooting processes on this. Further re ducing the TCO and 

shortening the time to fix.
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Monitored devices  

The listed sites below, with a figure in the right column, have been identified as having a 

recommendation associated with it.  

Total number of monitored devices: 26  

Total number of devices wi th recommendations: 16  
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STEELHEAD-01  1  STEELHEAD-02   

STEELHEAD-03    STEELHEAD-04  1 

STEELHEAD-05  1  STEELHEAD-06   

STEELHEAD-07  2  STEELHEAD-08   

STEELHEAD-09  2  STEELHEAD-10   

STEELHEAD-11  2  STEELHEAD-12  1 

STEELHEAD-13    STEELHEAD-14  2 

STEELHEAD-15    STEELHEAD-16  1 

STEELHEAD-17  1  STEELHEAD-18  2 

STEELHEAD-19  1  STEELHEAD-20  1 

STEELHEAD-21  1  STEELHEAD-22   

STEELHEAD-23  1  STEELHEAD-24   

STEELHEAD-25    STEELHEAD-26  1 
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Recommendations  

Global  

RiOS  

In general it is recommended to run the same RiOS version on all SteelHeads to ensure that all 

features and optimization enhancements is supported through the entire installation.  

Since different versions are used, it is recommended to upgrade all SteelHeads to the latest 

recommended version.  

 

 

Global Network and Application Performance  

SMB signing errors  

We have observed 103198 SMB signed connection errors during the report period. When the client 

and the file server exchange the SMB traffic signed (for security reasons) the SteelHeads still de -

duplicate the traffic and apply TCP optimization. The result of this will cause no latency optimization 

and thereby significan tly decrease the end user performance experience.  

 

It is highly recommended to configure the SteelHead appliances for optimization of SMB signed 

traffic. This is done by activating the SMB signing optimization feature in the SteelHead appliances.  

 

Enabling  SMB-Signing on a SteelHead appliance requires it to be part of the Windows Domain. If 

the SteelHead appliance is joined as a workstation it requires a delegation account to do SMB -

signing and a replication user if end to end Kerberos is needed. If the Ste elHead appliance is joined 

as a BDC (Backup Domain Controller) or RODC (Read Only Domain Controller), no delegation user 

is required unless end to end Kerberos authentication is required. In such a scenario we need a 

replication user.  

It is highly recommen ded to join SteelHeads as BDC or RODC as it simplifies the configuration and 

avoids the limitations of the delegation user.  

Since enabling SMB -Signing requires a service restart it is highly recommended to do this 

implementation during a Maintenance window . 

 

For further information please see CIFS Deep Dive report.  

 

 

SMB signing blacklist  

We have observed 2434735 SMB signing blacklist errors during the report period, on SMB 

connections. This means that there is no layer 7 optimization on these connections. The result of 

this will cause no latency optimization and thereby significantly decrease the end user performance 

experience.  

 

It is recommended to take action on this issue, by investigating the log for potential reasons for the 

blacklisting.  

 

For further  information please see CIFS Deep Dive report.  
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Passthrough SSL connections on RFC1918 address space  

We have observed 19622546 SSL connections passed through on the RFC1918 address space 

during the report period. It might be possible to optimize these co nnections. It is recommended to 

enable SSL optimization on the SteelHeads if the datastore capacity and security policy allows it.  

 

Passthrough Citrix ICA connections on RFC1918 address space  

We have observed 49 passthrough Citrix ICA connections on RFC191 8 address space. From RiOS 

version 6, Citrix optimization has been greatly enhanced. Depending on your environment, it could 

be very beneficial to review the optimization on your Citrix traffic.  
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SteelHead specific  

SteelHead general recommendations  

This section shows if a SteelHead has been either down or in Degraded, Admission control or 

Critical mode during the report period.  

 

STEELHEAD - 14  

Down -  10.9%  

Degraded -  4.3%  

 

STEELHEAD - 12  

Down -  9.4%  

 

STEELHEAD - 18  

Down -  9.0%  

 

STEELHEAD - 17  

Down -  7.4%  

 

STEELHEAD - 11  

Critical -  4.0%  

 

STEELHEAD - 09  

Degraded -  8.2%  

 

Traffic profile recommendations  

To postpone or even avoid costly upgrades of SteelHead appliances that suffers from 

overutilization, all steelheads have been screened for applications that potentially could be subject 

for a traffic profile change. By passing through these potential applications valuable and increased 

capacity can be achieved and costly upgrades can be avoided.  

However certain criteria must be in place to make sure the busine ss case for investing in the 

SteelHead appliances are not jeopardized before such recommendation can be made.  

Below definitions shows these criteria for traffic reduction (volume/high datastore utilization) and 

Traffic connection (high optimized connection s utilization).  
 

Traffic reduction  

This table contains sites with a critical datastore usage, protocols with no layer 7 optimization 

options, reduction below 10% and optimized traffic amount above 5%.  

It is recommended to pass through these protocols.  

This  check ensures the effectiveness of the SteelHead installation, and signal if resources are being 

wasted or over consumed.  

 

We haven't seen any protocols which meets the requirements.  
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Percentage passthrough traffic  

The following sites have a large amou nt of passthrough traffic. This might be due to passthrough 

rules or because of sites with no SteelHead connecting to servers on the site listed, and therefore it 

might be intentional.  

 

¶ STEELHEAD-01  -  90.9%  

 

¶ STEELHEAD-04  -  70.8%  

 

¶ STEELHEAD-05  -  82.2%  

 

¶ STEELHEAD-09  -  99.5%  

 

¶ STEELHEAD-11  -  73%  

 

¶ STEELHEAD-16  -  89.6%  

 

¶ STEELHEAD-18  -  88.8%  

 

¶ STEELHEAD-19  -  91.6%  

 

¶ STEELHEAD-20  -  77.5%  

 

¶ STEELHEAD-21  -  76%  

 

¶ STEELHEAD-23  -  80.4%  

 

¶ STEELHEAD-26  -  77.5%  
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Traffic connections  

The following sites have either been in admission control or have a high load on optimized 

connections.  

The load is more than 2% of all optimized connections, less than 10% reduction, the traffic amount 

is less than 5%, and there is no layer 7 optimization option.  

It is recommended to passthroug h this traffic, to prevent the SteelHead from going in admission 

control.  

This check (as the Traffic reduction check) ensures the effectiveness of the SteelHead installation, 

and signal if resources are being wasted or over consumed.  
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STEELHEAD-07  CIFS:NetBIOS  139  73333  2.8  0.0  0.0  
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Sizing recommendations  

All upgrade recommendations are considered with the current traffic profile and load in mind as 

seen in the report period. Any change in reduction and pass - through traffic will change these 

recommendations.  

The Riverbed recommended optimal value for data store wrap time is 14 days. With the current 

traffic characteristics, the below upgrades would be recommended.  

 

Only the lat est series of SteelHeads are considered as a replacement in this report.  

 

STEELHEAD - 07  

A SteelHead CX1555L has a datastore of 400 GB, and can manage 3000 optimized connections and 

an optimized bandwidth of 50 Mbps.  

The load on optimized connections is very  high.  

A SteelHead CX5070M with a datastore of 960GB, which can manage 16000 optimized connections 

and 200.00 Mbit of optimized traffic, is recommended for this site.  
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Global  

Traffic totals  

The pie charts illustrate the numerical proportion on the top 10  optimized protocols. The bottom 

shows the total amount of optimized traffic.  

The bar charts illustrate the reduction on the protocols. The bottom shows the overall reduction.  

The first set is created by traffic amount, and the second is created by amount of unique optimized 

connections.  

The intention with this overview is to provide documentation on the Global Traffic profile which can 

be used to high - light protocols that could be subjects for a change in traffic profile on a Global 

level, if there are ste elheads (and in particular DC SteelHeads) that suffers from overutilization on 

datastore and optimized connections*.  
 

  

  

 

*E.G. if the DC SteelHead appliances were suffering from high pressure on the number of optimized 

sessions and possibly going i nto admission control (reaching the license maximum of handling 

optimized connections and therefore bypassing connections without optimization) it could be 

considered to change the global traffic profile by passing through applications where optimization 

has little or no value (eg. LDAP connections).  

This will offload the DC SteelHead appliances, so further optimization could be achieved on the 

business critical applications and at the same time, a costly upgrade of the DC SteelHead 

appliances can be postponed or even avoided.  
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Passthrough totals  

The pie charts illustrate the numerical proportion on the top 10 passthrough protocols. The bottom 

shows the total amount of passthrough traffic.  

The intention with this overview is to provide documentation on the Global Traffic profile which can 

be used to high - light protocols that could be subjects for a change in traffic profile on a Global 

level.  
 

 

 

SSL passthrough  

This pie charts illustrate the numerical proportion on the SSL passthrough connections c ompared to 

all other protocols. The bottom shows the total amount of passthrough connections.  
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Traffic volume  

The following charts shows the overall optimized and pass - through traffic for all sites monitored.  

The table shows the total traffic reductio n for all traffic, including pass - through traffic.  

 

The intention with this overview is to provide documentation and trending on the split between 

optimized and passthrough (non -optimized) traffic on a Global level and hereby achieve an 

understanding of how much benefit the steelhead appliances add to overall reduction in data 

volume sent over the WAN.  

The trending will high - light abnormal change in the split between optimized versus passthrough 

traffic.  

At the same time it will pinpoint, on a global leve l, if the amount of passthrough traffic is significant 

enough to justify further analysis in order to understand if more applications could be added to the 

optimization.  
 

  

 

This graph shows the total amount of LAN and WAN traffic including passthrough traffic by month.  

 

 

Month  Dec.  
15  

Jan. 
16  

Feb. 
16  

Mar. 
16  

Apr. 
16  

May.  
16  

Jun. 
16  

Jul. 
16  

Aug.  
16  

Sep.  
16  

Oct.  
16  

Nov.  
16  

Reduction  -  -  -  -  -  -  -  -  -  20.2%  22.7%  14.4%  
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Global Top 3 Servers by top 10 most used protocols  

In a clear tabular form this section will help to identify the global load on the SteelHead 

environment by traffic volume and by connections for the top three servers and by the top ten 

protocols.  

This provides a clear picture of the consumption of SteelHead capacity globally sup porting protocol 

decisions based on business value and an efficient means of identifying the servers (and 

applications) generating the unknown protocols so that they can be readily identified as a part of 

the decision making process (whether to optimize or  not, based on business value).  

 

It also supports decision making based on business benefit, so a protocol (e.g. LDAP) may have 

good data reduction but could consume a disproportionately high quantity of valuable TCP 

connections based on the business value  delivered which could be better utilized.  

 

Protocols by traffic volume  
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SSL(443)  19,666.7  10.129.1.149  10.129.1.177  104.146.130.35  673  

SMB2(8779)  4,723.4     0  

UDP(7919)  1,820.1     0  

HTTP(80)  1,195.6  10.38.134.25  10.129.12.163  10.5.9.122  924  

Antara PTA Production(8082)  1,018.1  10.129.12.98  10.129.1.224  10.129.1.169  3  

SAP Portal(58000)  554.9  10.129.0.151    1  

Lotus Notes(1352)  547.9  10.1.1.33  10.38.134.20  10.129.1.217  5  

SAP Host(3368)  532.9  10.129.0.151    1  

Innovator Client(43210)  517.3  10.129.1.21    1  

WSUS(8530)  515.3  10.38.134.25    1  
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Protocols by connections  
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SSL(443)  17,535,945  10.129.1.149  10.129.1.177  10.129.1.28  709  

HTTP(80)  7,527,590  10.38.134.25  10.129.12.27  10.129.1.82  >1000  

CIFS:TCP(445)  4,187,251  10.129.1.157  10.64.1.11  10.90.1.1  582  

WSUS(8530)  2,626,067  10.38.134.25    1  

SAP Portal(58000)  1,928,217  10.129.0.151    1  

CIFS:NetBIOS(139)  1,145,597  10.129.1.12  10.129.1.157  10.129.1.13  97  

SAP Host(3368)  649,984  10.129.0.151    1  

EPM(135)  574,837  10.90.1.1  10.1.1.61  10.9.1.23  376  

Unknown(49159)  386,473  10.129.1.12  10.1.1.40  10.40.120.10  8  

Innovator Client(43210)  319,230  10.129.1.21    1  
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Global Network and Application Performance  

The Global Network Application Performance (GNAP) reporting will highlight the most common 

applications that could  be performance optimized.  

A key to the efficient delivery of applications over the WAN is the optimization of latency at layer 7 

as this can lead to enhanced productivity over the WAN.  

This helps identify, justify and prioritize investment in engineering changes and SteelHead 

configuration changes needed to implement latency optimization.  
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Site specific statistics  

SteelHead general  

This dashboard overview provides information on the general health and status of the SteelHead 

environment and thereby either confirms everything is a satisfactory level and if not the traffic light 

system will pin point the SteelHeads that are subject for further investigation.  
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STEELHEAD-01  CX570M  9.1.3a  100.0  100.0  100.0  0.0  0.0   0.0  

STEELHEAD-02  1050L  9.1.3a  97.0  98.9  99.8  0.2  0.0   0.0  

STEELHEAD-03  CX770L  9.1.3a  99.9  100.0  100.0  0.0  0.0   0.0  

STEELHEAD-04  CX770H  9.1.3a  99.9  99.9  99.1  0.9  0.0   0.0  

STEELHEAD-05  CX770M  9.1.3a  100.0  100.0  99.6  0.4  0.1  2h 11min 02s  0.0  

STEELHEAD-06  CX570H  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-07  CX1555L  9.1.3a  99.9  100.0  99.6  0.4  0.0   0.0  

STEELHEAD-08  CX555M  9.1.3a  100.0  100.0  99.7  0.3  0.0   0.0  

STEELHEAD-09  CX7070L  9.1.3a  99.5  100.0  91.8  8.2  0.0   0.0  

STEELHEAD-10  6050  9.1.2  100.0  99.7  99.9  0.0  0.0   0.0  

STEELHEAD-11  CX7070L  9.1.3a  100.0  100.0  95.4  0.6  0.0   4.0  

STEELHEAD-12  CX570H  9.1.3a  99.8  90.6  99.7  0.3  0.0   0.0  

STEELHEAD-13  CX570M  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-14  CX3070H  9.1.3a  100.0  89.1  95.6  4.3  0.0   0.0  

STEELHEAD-15  CX570H  9.1.3a  100.0  100.0  99.8  0.2  0.0   0.0  

STEELHEAD-16  CX770L  9.1.3a  99.9  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-17  CX1555M  9.1.3a  100.0  92.6  98.7  1.3  0.0   0.0  

STEELHEAD-18  CX755M  9.1.3a  99.7  91.0  99.9  0.1  0.0   0.0  

STEELHEAD-19  CX570L  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-20  CX770H  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-21  CX770L  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-22  CX755M  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-23  CX770M  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  

STEELHEAD-24  CX1555M  9.1.3a  100.0  99.8  99.9  0.1  0.0   0.0  

STEELHEAD-25  CX770H  9.1.3a  99.7  100.0  100.0  0.0  0.0   0.0  

STEELHEAD-26  CX3070M  9.1.3a  100.0  100.0  99.9  0.1  0.0   0.0  
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SteelHead sizing  

This dashboard provides both an overview as well as trending information on the SteelHeads key 

license limitations versus current utilization.  

The traffic light system highlights if any limitations are close to the limit (Yellow) or has reached the 

limit (Red).  

Informed decisions can be made either to change the tra ffic profile (Freeing up valuable optimized 

sessions and datastore capacity) or to upgrade the SteelHead in order to regain optimal application 

delivery over the WAN.  
 

Optimized connections is a key variable, if the maximum license limit is met then every connection 

over and above the licenses limit will be passed through and have no WAN optimization.  

Understanding the Datastore utilization is important to ensure the business case is met. If the 

SteelHead datastore exceeds the maximum capacity it will start  to over -write data resulting in more 

data volume sent over the WAN as well as decreased performance on application delivery.  
 

Site  Model  
Datastore  
usage (% 14 day avg.)  

Optimized  
Connections (%)  

Outbound  
Bandwidth (%)  

STEELHEAD-01  CX570M     

STEELHEAD-02  1050L     

STEELHEAD-03  CX770L     

STEELHEAD-04  CX770H     

STEELHEAD-05  CX770M     

STEELHEAD-06  CX570H     

STEELHEAD-07  CX1555L     

STEELHEAD-08  CX555M     

STEELHEAD-09  CX7070L     

STEELHEAD-10  6050     

STEELHEAD-11  CX7070L     

STEELHEAD-12  CX570H     

STEELHEAD-13  CX570M     

STEELHEAD-14  CX3070H     
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Site  Model  
Datastore  
usage (% 14 day avg.)  

Optimized  
Connections (%)  

Outbound  
Bandwidth (%)  

STEELHEAD-15  CX570H     

STEELHEAD-16  CX770L     

STEELHEAD-17  CX1555M     

STEELHEAD-18  CX755M     

STEELHEAD-19  CX570L     

STEELHEAD-20  CX770H     

STEELHEAD-21  CX770L     

STEELHEAD-22  CX755M     

STEELHEAD-23  CX770M     

STEELHEAD-24  CX1555M     

STEELHEAD-25  CX770H     

STEELHEAD-26  CX3070M     


























































































































































